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Abstract

Privacy Enhancing Technologies (PETS) are playing a crucial role in maturing digital healthcare delivery for
mainstream adaption from both a social and regulatory perspective. Different PETs are improving different
aspects of digital healthcare delivery, and we have chosen seven of them to observe in the context of their
influence on digital healthcare and their use cases. Homomorphic encryption can provide data security when
healthcare data is being collected from individuals via IoT or [oMT devices. It’s also a key facilitator for large-
scale healthcare data pooling from multiple sources for analytics without compromising privacy. Secure Multi-
Party Computation (SMPC) facilitates safe data transfer between patients and healthcare professionals, and
other relevant entities. Generative Adversarial Networks (GANSs) can be used to generate larger data sets from
smaller training data sets directly obtained from the patients, to train Al and ML algorithms. Differential Privacy
(DP) focuses on combining multiple data sets for collective or individual processing without compromising
privacy. However, its addition of noise to obscure data has some technical limitations. Zero-Knowledge Proof
(ZKP) can facilitate safe verifications/validation protocols to establish connections between healthcare devices
without straining their hardware capacities. Federated learning leans quite heavily towards training Al/ML
algorithms on multiple data sets without margining or compromising the privacy of the constituents of any

dataset. Obfuscation can be used in different stages of healthcare delivery to obscure healthcare data.
Keywords: Privacy enhancing technology; Digital Healthcare.
1. Introduction

The rapid and radical evolution of digital healthcare is facilitated by technologies like the cloud, AR/VR, digital
twins, 3-D printing, etc. However, there are security and compliance concerns associated with data sharing
between patient and physician/healthcare facility or data shared between facility to facility [1] for
comprehensive digital healthcare delivery and research purposes. These concerns impede the advent of digital
healthcare delivery. Privacy Enhancing Technologies (PETS) are positively transforming digital healthcare

delivery by enhancing data security.

* Corresponding author.
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Different PETs are contributing differently to the transformation of digital healthcare delivery, and for this
paper, we are looking into the impact of seven PETs. Homomorphic encryption is a privacy-enhancing
technology that allows data processing and operation in encrypted form. As healthcare becomes more reliant on
cloud computing, confidentiality concerns are rising. Patient data can be routed through multiple third-party
entities for analysis, and if each entity has to decrypt the data to process it, it creates multiple privacy weak
points. By allowing data to be processed in its encrypted form, Homomorphic Encryption, especially Fully
Homomorphic Encryption, has the potential to facilitate digital healthcare [2]. It can also be used to keep
personal healthcare information secure on a blockchain-based platform for patients that use the keyword search

to look for their records, making them more susceptible to breaches/cyberattacks [3].

Secure Multi-Party Computation (SMPC) is a cryptography technique that allows multiple parties to work on a
data set/computation without revealing the data to the other parties. One of the most significant transformative
contributions of this privacy-enhancing technology to digital healthcare, in particular, and healthcare in general,
is that it allows multiple healthcare facilities/departments to pool their patient data without compromising
patient confidentiality [4]. The collective data pool can make it significantly easier to track patterns across large
population samples (city, country, etc.). It’s also used to share patients' Electronic Health Records (HER) with
multiple entities without breaking confidentiality, assuming a pre-approval from the patients when they are

incapacitated to give consent to sharing data [5].

Generative Adversarial Networks (GANSs) train two separate neural nets by forcing them to compete. A
common application of this PET is to generate data from a primary data set that is statistically similar to the
original data set without any of the details of the original data set. GANs can be used to generate synthetic
Electronic Health Records (EHRs) from original patient records (including imaging data/scans) that can be used

for training Artificial Intelligence Systems without compromising data confidentiality [6].

Differential privacy is the process of introducing a calculated amount of noise in any database so that it's enough
to diffuse/obscure identifiable information without compromising the patterns/insights the data can be used to
generate. It can be used to create collective data pools of patient Electronic Health Records (EHRS), including
medical images, to train Artificial Intelligence and Machine Learning models for better diagnostics without
compromising data confidentiality. It can be used in conjunction with other technologies like blockchain [7] and

Federated Learning.

A Zero-Knowledge Proof (ZKP)allows one entity to prove to another entity that a statement is true without
actually sharing the statement or any other information to back up this claim. This facilitates permissions and
authorizations without actual information changing hands and has multiple uses in digital healthcare delivery. A
ZKP can offer relevant entities (like insurance companies) access to patients' Electronic Healthcare Records

(EHR) when they are stored in a blockchain with other data security features in place [8].

Federated Learning allows multiple devices/entities to train a single machine learning system or learn from an
algorithm that's trained using data from all the devices without the exchange of data between individual entities

or between an entity and a central system. This will allow healthcare facilities to keep data like patient
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Electronic Healthcare Records confidential while still training useful models like Al-based tumor detection

through federated learning.

Obfuscation is a set of PETs used to encrypt/obscure data to ensure that only relevant entities (with the requisite
keys/permissions) can decrypt data. In healthcare, it can be used to safely encrypt Wireless Body Area Network
(WBAN) data [9] and to protect the JPEG compression processors in medical imaging instruments from
potential threats [10].

The purpose of this research is to determine how various PETSs are transforming Digital Healthcare Delivery and
if the impact is substantial in some areas and mild/absent in others. We will determine that by looking at
established applications for individual PETs and overlapping them with the key pain points and goals of digital

healthcare delivery.

2. The Impact Of Individual PETs On Transforming Digital Healthcare Delivery

Each Privacy-Enhancing Technology (PETS) has its own overlap with the digital healthcare industry. Some
PETs facilitate better healthcare delivery through innovations in research, while others offer more security to
healthcare data in transit. Understanding the overlap of each PET with digital healthcare is critical to making

smart decisions regarding technological adaptions and defining new protocols.

2.1 Homomorphic Encryption

There are two types of Homomorphic Encryptions:

Partially homomorphic encryption (PHE) allows you to perform one mathematical function — addition or
multiplication (for the purpose of encryption) infinite times on the text/data that needs to be encrypted. A
variation is "Somewhat homomorphic encryption,” which limits you to a function and a finite number of times it
can be performed. An example of partially homomorphic encryption is the most commonly used RSA

cryptosystem.

Fully homomorphic encryption (FHE) facilitates multiple mathematical functions (both addition and
multiplication), resulting in more complex encryptions that are extensively being used in cloud computing. The

most significant benefit it offers is the possibility of working on encrypted data without decrypting it first [11].

Homomorphic encryption, especially FHE, is contributing to better healthcare delivery in multiple ways. This

includes:

. Data compliance has become a major concern for most regulatory bodies as healthcare becomes more
digitized. Healthcare is also one of the most heavily cyber-attacked industries, making security and data
compliance even more profoundly important, especially when it comes to migrating and processing healthcare
data on the cloud and using cloud-based applications [12]. This is a hindrance in digital healthcare delivery,

which FHE can help overcome by offering “Encryption as a service.” [13]
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. FHE can be a key facilitator of the upcoming Internet of Medical Things or IoMT, a variation of loT
which specifies the widespread interconnectivity of healthcare devices and patients [14]. Specific FHE areas can
be applied to include cloud-based health monitoring [15] and wearable devices (connected to a network) [16].

. The most significant contribution of FHE to transforming digital healthcare delivery, however, will be
in the realm of data analytics [17] and federated learning [18]. Cloud is the ideal way for healthcare facilities,
research organizations, individual researchers, and all other entities working on healthcare research to pool their
data for a massive data repository that can be used to train Al and ML models. Applications of this phenomenon
can already be seen in the healthcare industry, with Al systems examining chest X-rays on par and, in some
cases, better than their human counterparts. These models can become even more productive and accurate if
they have more data to train on. But healthcare data sharing is a compliance nightmare, limiting these
collaborations and interactions that may push digital healthcare delivery years ahead of its time. Here,

techniques and technologies like FHE can provide a valid solution.

2.2 Secure Multi-Party Computation

Secure Multi-Party Computation (SMPC) is an old cryptography concept/approach to data protection that has
experienced a revival with the advent of blockchain and the cloud. When properly implemented, SMPC allows a
group of individuals/entities to compute/run calculations on a collective data set without revealing which portion
of the data set is theirs. This has promising implications for the healthcare sector at large and digital healthcare
delivery in particular. The Healthcare industry, like all others, must resolve the conflict between digital security
concerns and the need to contribute to and take advantage of business intelligence available through
collaboration. This is one of the avenues where SMPC can aid the healthcare industry. Another of the most
promising applications of SMPC is the development of mobile applications and web applications that allow
patients to share their data with third parties for processing/assessment without risking their privacy. It can be

integrated with typical databases and novel ones, including blockchain-based databases [19].

Data communication and safety/security of medical data in transit is becoming another complex facet of digital
healthcare delivery. In addition, to live sessions between healthcare professionals and patients, which may rely
on other cryptography and cybersecurity protocols and technologies for protection, there is also the matter of
medical data, which has to be circulated to multiple entities. The problem will only grow with 10T advents and
integration, and other encryption solutions may prove too expensive to be feasible for all healthcare
establishments, departments, and patients. SMPC-based solutions can be more affordable, though they have

severe scale limitations [20].

2.3 Generative Adversarial Networks (GANSs)

Generative Adversarial Networks (GANSs) are a Machine Learning (ML) model for training two neural nets. It
requires an adversarial setting where the two neural nets compete against each other, where one's loss is
another's gain. The two neural nets are the Generator and Discriminator. The generator is tasked with generating
data similar to test data and are rewarded for its originality, i.e., disassociation from the original data set while

mimicking the same characteristic — akin to forging an art piece or currency. The Discriminator is rewarded
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when it can identify the generative data as fake [21].

A GAN's ability to generate data that are indistinguishable from real without carrying over the identification
features or traceability to real data makes it incredibly useful for healthcare. Some of the possible applications in

the digital healthcare delivery being explored include:

° Enlarging retinal image datasets for the training of Al and ML algorithms for medical image analysis.
With the right input methodology, GANs offer superior-quality images/data sets from comparable methods [22].
° Using GAN for Skin Lesion Synthesis [23]. It can be used to generate samples of realistic skin lesion
images that can be used against skin cancer.

° A variation of GAN can be used for Medical Image Segmentation of MRI and CT images [24].

All three of these are the facets of digital healthcare, which are improved and sustained by collective datasets
and pooled resources. The Al and ML algorithms trained by the data sets generated by GAN can be used in
multiple areas of digital healthcare delivery, including pre-screening of patients’ reports, Al-assisted diagnosis,
and self-care routines. An individual may leave skin lesions unattended for days, even weeks, but if a simple
mobile app (using an AI/ML model trained by GAN-generated data) is available that offers 60% to 70%

accuracy in determining whether a particular skin lesion can lead to cancer, early identification rates might soar.

2.4 Differential Privacy (DP)

Differential privacy is a PET designed to use large data sets without compromising the privacy of the
individuals constituting the data sets (or contributing to a collective pool of data). This is done by adding
random noise to the data, obscuring it in a way that can't be used to identify or trace an individual. This doesn’t
make the data useless because the law of large numbers allows for random noises to be canceled out, revealing a
statistical average that might not be too different from a hypothetical dataset of accurate information. More
sophisticated DP approaches might be present. In DP for healthcare data, different methods of adding noise are
available that may impact the quality of the resultant data based on how large the sample is [25]. From a digital
healthcare delivery perspective, this may be used to anonymize healthcare records from sources that generate
small sample sizes, like healthcare centers in rural areas or data sets pertaining to rare diseases, while preserving
the accuracy with the right noise-adding mechanism. However, a sophisticated attack that generates a systemic
set of queries may still have a high probability of isolating information regarding an individual (or a few
individuals) even if the noise is added. This can be countered using an adaptive Differential Privacy Algorithm
[26]. Different DP techniques and algorithms offer different levels of accuracy in the resulting data (without
private information) that can be computed and worked on, especially in sensitive data sets like identifying
patterns in breast cancer patients [27]. The more fine-tuned the DP techniques are, the better it is for digital
healthcare delivery, as many of its core advantages rely upon the accurate processing of collective data

pools/data sets for research.

2.5 Zero-Knowledge Proof (ZKP)

Data compliance is one of the primary concerns when it comes to digital healthcare delivery. Digital information
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like healthcare records, especially when kept in the cloud, may have multiple vulnerabilities if several entities
have access to it. Here, a PET like Zero-Knowledge Proof (ZKP) which allows two entities to establish trust
before any identifiable information is transferred/transmitted, can add a much-needed layer of data security. An
example of such an application would be the compliant connectivity of mobile units in a Vehicular ad hoc
network (VANET) that is used for patient monitoring [28] with cloud-based healthcare networks while the

patient is en route [29].

ZKP-based solutions like Authenticated Key Agreement (AKA) can facilitate a safe and compliant merger of
loT and Healthcare, referred to as the Internet of Healthcare Applications (IloHA) as well as the Internet of
Medical Things (IoMT). This includes bypassing an inherent limitation of 10T (limited memory on connected
devices), which renders more sophisticated compliance protocols and security measures obsolete [30]. Another
variation of the same application is using ZKP for wearable biosensors, allowing them to connect safely with a
healthcare application instead of using vulnerable connections like Bluetooth. This can also work for an

application where patient data is stored on a Blockchain [31].

The applications of ZKP as a PET in transforming digital healthcare delivery lean quite heavily towards
facilitating lightweight yet compliant and secure connections through which healthcare data can be transmitted
between devices and cloud-based healthcare applications. This makes it a less resource-consuming alternative to

more sophisticated peers.

2.6 Federated Learning

Federated learning is also described as decentralized machine learning that facilitates data privacy, a trait that
makes it ideal for training on healthcare data for which privacy is of paramount importance. Prototypes of this
PET for digital healthcare delivery are already being tested. One example is the detection of early signs of
Dementia by analyzing audio recorded by various 10T devices in a smart home [32]. A Dementia diagnosis in
the early stages can lead to significant social and financial repercussions, including job loss, and patient
confidentiality is crucial. A federated learning-based scheme, augmented by another PET (Differential Privacy),

can become a powerful digital healthcare tool that can lead to early diagnosis and better treatment.

One test case for digital healthcare delivery facilitated by federated learning involved edge computing for
COVID diagnosis. The models were trained on datasets, including X-rays and ultrasound, and promising results

were achieved [33].

In addition to training datasets already available with healthcare institutions and facilities, Federated Learning
can facilitate the training of ML algorithms using data collected directly from patients using medical loT (and
regular 1oT devices) while adhering to the most stringent data privacy practices. However, from data collection

to its anonymization and processing, multiple PETs may have to be employed in the process.

2.7 Obfuscation

Data obfuscation is a set of techniques and individual PETs used to obscure data in a way that it’s difficult to
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reverse engineer to its original form. Encryption, tokenization, and data masking are three common types of data
obfuscation. Obfuscation techniques are already widely used to enhance data privacy and have both mature and

potential uses in the digital healthcare delivery arena.

Ontology-Based obfuscation can be used for healthcare data anonymization so that it can be safely shared with
relevant entities for research without significantly reducing the accuracy of the data [34]. Obfuscation can also
be used alongside GAN for remote healthcare monitoring while preserving data privacy, i.e., audio data
collected on patients from sensors in 10T devices is obfuscated to protect the privacy of the individuals, and
GAN generates the data to train the remote monitoring models [35]. Another proposed solution that merges
digital healthcare delivery and obfuscation as the PET is using indistinguishability obfuscation in the RFID
authentication system. Indistinguishability obfuscation is the cryptography technique that can obscure a
computer code/program to make it completely unintelligible yet just as functional as the original code/program.
Its proposed use for RFID authentication aims to capitalize on the mainstream use of RFID technology in the
10T [36]. With the right approach, Obfuscation-based models/tools can offer better data privacy while retaining
a higher degree of predictive utility (for training ML models) than comparable PETs like differential privacy
[37].

3. Results

Two out of five of the most common challenges identified for digital healthcare delivery [38] are directly
connected with data privacy, and two (Al and Genomics) are partially connected to it. This indicates that data
privacy is one of the core challenges to mainstream digital healthcare delivery and may even be impacting the

widespread rollout.

Privacy Enhancing Technologies (PETS) provide some answers to privacy concerns, and since these concerns
are diverse and varied, so are the solutions. The most common application we found for most PETs was to train
Artificial Intelligence (Al) and Machine Learning (ML) algorithms for better diagnosis, early diagnosis,
identifying patterns in demographics, etc. This indicates that PETs facilitate a specific aspect of digital
healthcare delivery more than all others. However, many of the advancements in PETs for healthcare focused on
the safe transmission of data between healthcare institutions and healthcare and other entities can also apply to
the first phase of the data transfer, i.e., from patients to the healthcare facility. Most PETs aim to adhere to data
compliance laws pertaining to healthcare records within specific jurisdictions (Europe, the US, etc.) in particular

use-case scenarios.

Many PETs are oriented toward medical 10T, which focuses on safe, privacy-oriented healthcare data collection
and storage (on the cloud). These are also connected to edge-computing practices in digital healthcare delivery.
However, these might be farther into the future than the mainstream adoption of digital healthcare in our

societies, like Al/ML-based pre-assessments from available patient data, symptoms, family history, etc.

4. Discussion

Many PETSs are aiming to solve the data privacy concerns of tomorrow, resulting from the merger of healthcare
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and more accessible digital healthcare, but we are not yet seeing a specific PET (or a group of PETSs) enabling
digital healthcare platforms that may evolve to the same scale as prominent social media platforms. But it’s a
distinct possibility that we may see a standardization of the use of certain PETs in certain digital healthcare
delivery use cases and once the chain is complete, starting with data collection from patients and ending at
unobstructed data sharing between healthcare researchers — and every step adhering to all healthcare compliance
regulations. Significant research and trend monitoring is needed to identify how far the existing PETs are from
offering optimal, feasible, and compliant data privacy solutions for comprehensive digital healthcare platforms.
The closer we get, the more consolidation and the movement of "big money" from both tech and healthcare

giants we may observe in this arena.

The technical limitations of PETs need to be addressed as well. Some PETs are better suited for edge
computing, and their adoption in digital healthcare may be expedited as we move closer to Web 3.0 and
decentralized networks. They will leverage the computing power available at or near the nodes. Other PETs still
rely upon the massive computing power that cloud-based platforms may be able to offer. The hardware, time,
tech, maintenance, and risk cost associated with each PET might result in a hierarchy for each use case, and a
healthy combination of PETSs at different layers of digital healthcare delivery may be an optimal solution. This
aspect needs extensive research and a standardized measurement approach to compare the efficiency of different

PETs in different scenarios for different sample sizes and data accuracy levels (for research data).

5. Conclusion

The evolution and standardization of PETs are crucial for the positive transformation of digital healthcare
delivery. Until the most optimal PETSs, which also adhere to the compliance requirements, are not powering
comprehensive and end-to-end digital healthcare delivery solutions, we may see societal and legal opposition to
mainstream digital healthcare adoption. PETs can neutralize many of the concerns regulatory bodies and
patients might have regarding the safety of healthcare data and are, therefore, crucial in transforming digital

healthcare delivery from a novel practice to a part of everyday life alongside 10T.
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