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Abstract

The need of the privacy for each person has encouraged cryptologists to create and modified
cryptosystems. However, the RSA cryptosystem is a secure public key cryptosystem, this paper focuses on
modifying RSA cryptosystem by increasing the number of private keys. This modification can be applied
over plaintext messages, plain matrices, however in this paper, | focuse on applying it particulary on
matrices which are the corresponding matrices of images. A public key and private key are contained in this
secure cryptosystem, and the security of its private key depends on the integer factorization problem. But, this
only private key might be found by inspection. Therefore, this new modification gives the RSA cryptosystem a
higher security, because it suggests a "k" number of distinct private keys. Therefore, this new modification

makes the RSA cryptosystem more secure and a confidential public key cryptosystem.
Keywords: Cryptography; public key cryptosystem; RSA cryptosystem.
1. Introduction

The area of Number Theory is one of the pure branches of mathematics that has many applications in
information security such as cryptography. Since long eras, many uses of cryptography has occurred such as
hiding messages and data that being sent between two different parties [10]. Traditionally, there are two well-
known types of cryptography, which are symmetric cryptography and asymmetric cryptography. When the same
key being used in the encryption and decryption procedures, this cryptosystem called symmetric cryptosystem
[10]. Howevwer, in the asymmetric cryptosystem two different keys are used in these procedures; the public key
should be announced to everyone and the corresponding private key has to be secret. There are many models of
the symmetric and asymmetric cryptosystems [2].
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Substitution cipher , Hill Cipher, Caesar Cipher, Vigenere Cipher, Affine Cipher, block cipher are examples of
the symmetric cryptography, whereas ElGamal, Diffie-Hellman key exchange, RSA, Rabin are associated with
the latter cryptography. However, the security of RSA cryptosystem is relied on the prime factorization
conjecture, a new modification of the RSA cryptosystem is presented in details in this article to give the RSA

cryptosystem ahigher security [1].

2. Literature Review

The RSA cryptosystem is the first public key cryptosystem for performing encryption and decryption of data,
which was invented in 1977 by Ron Rivest, Adi Shamir, and Len Adleman. The authors in [1] proposed a very
simple modification using some mathematical logic and two public key pairs rather than transmitting the value
of the public key directly. In [ 2], the author suggested a modification of the RSA cryptosystem based on
changing the value of n=p.q by constructing a large set of prime numbers from which the users can select
alternative values of either one of the prime numbers or both that are used for changing the value of n.
Moreover, the authors in [3] used two key pair, a small size key pair for encrypting data and another large size
key pair to encrypt n of small size key pair. In addition, the article in [4], the authors presented a modified
approach to data security using the concept of genetic algorithm and RSA cryptosystem to encrypt and decrypt
these data. In [5] the authors suggested a modification of RSA cryptosystem to increase the security of it based
on additive homomorphic properties. In [6], the authors tried to speed up the implementation of the algorithms
of RSA over networks by enhancing its algorithms and giving a modified form for its algorithms with using of
the third prime number in the structure of modulo n, which is very hard to decompose by any attacker. The
authors in [7] modified the RSA cryptosystem by modifying the Subset-Sum over RSA cryptosystem, which is
secure against Mathematical and brute-force attacks on RSA. On the other, in [8] the authors used Short Range
Natural Number Algorithm to modify the RSA cryptosystem using two natural numbers in pair of the public and
private keys to increase the security. In 2012, the authors in [9] modified the RSA cryptosystem by increasing
the number of the primes, which are composed n, to k given prime numbers. This technique gives the RSA
cryptosystem a higher security because it is not easily to decompose nto ‘k’ prime numbers. Howewver, there are
different authors have done other modifications, the private key of the RSA cryptosystem might be found by
inspection. Therefore, this paper suggests a new modification of RSA cryptosystem by increasing the number of
the private keys from one key to "k" chosen private keys. This modification gives RSA cryptosystem a higher

security and makes it one of the most secure public key cryptosystem.

3. RSA cryptosystem

There are two keys in RSA cryptosystem, one is public that should be available to everyone and the other is
private, which is kept secret by the creator. The public and private keys are used for encryption and decryption

procedures respectively [11].

3.1. The key generation of RSA cryptosystem [11]

o Two very large prime numbers p & q are selected by every user to from n=pq.
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. Everyone computes the Euler Phi function such that ¢(n) = ¢( pq) =(p-1)(g-1).
o Two positive integersw, & s; are chosen such that s, is an inverse of w; modulo @ (n) with
1<wy, 51 <9 (n), ged(wy, ¢ (n))=1

. The pair (w,, n) isannounced publicly, and the creator must keep (s,, n) secret.

3.2. The encryption procedure of RSA cryptosystem [11]

. The announced recipient's public key (w;, n) being used to encrypt a plaintext block M;
corresponding numerical equivalents of a plaintext message block P.
o E (M) =Y= M"1 (mod n) is computed by the sender.

o The ciphertext is transmitted as a list of blocks.

3.3. The decryption procedure of RSA cryptosystem [11]

. The receiver's private key (s;, n) being used by the receiver to decrypt Y.

o D(Y) =M=Y*1 (mod n) is computed on every single block.

3.4. The security of the RSA cryptosystem [11]

The RSA cryptosystem has a very good security, because its security depends on the computational hardness of
factoring a large integer. However, for RSA keys' size, which is normally1024-or 2048-bits long, cryptologists
think that 1024-bit keys might be hacked or cracked easily in future, which is why government has been trying
to minimize the length of the key length to 2048-bits. Many studies showed that it is not easy to factor nif nis a
large number with approximately 300 decimal digits however in the computer time millions of years are needed

to factor n using the fastest factorization [12].

3.5. An example of RSA cryptosystem

20 02 08 25
05 11 04 28
11 22 09 08f
06 12 23 10

image matrix, to Mike whose public key and private key are (w;, n) = (7, 143) and (s;,n)= (103, 143)

Suppose that Ahmed wants to encrypt and send a matrix T = which is a partition of an

respectively.

Encryption Procedure: Mike's public key (wy,n) = (7, 143) is used by Ahmed to encrypt the matrix

20 02 08 25
_ (05 11 04 28|, ; ; -
T= 11 22 09 ogl|usind the encryption algorithm as the following;

06 12 23 10
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. E (T) =Y=T"1 (modn) =

[(20)7 (02)
|(05)7 (1)
[(11D)7 (22)7
(06)7 (127

136 128 57 64

(08)” (25)7]
04)7  (28)7
((0 9))7 ((08))7 I(mod 143)

(23)7 10y

_ |47 132 82 63
1132 22 48 57|
85 12 23 10
136 128 57
_ o . . _ |47 132 82
o The cipher matrix will be transmitted to Mike as, Y = 132 22 48
85 12 23

64
63
571
10

Decryption Procedure: Mike uses his private key (s;,n)= (103, 143) to decrypt Y using the following

decryptionalgorithm;

D(Y) =T = (Y)*x (modn) =

20 02
05 11
11 22
06 12

08
04
09
23

[(136)103 (128)103 (57)103
i (47)103 (132)103 (82)103
|(132)103 (22)103 (48)103

(85)103 (12)103 (23)103

25
28
08]
10

4. The New Proposed Modification

(64)103-'
(63)103 |
(57)103 |
(10)103J

(mod 143)

This modification increases the confidence of using the asymmetric cryptography, RSA cryptosystem, since it

increases its security to be with a very high secrecy. Increasing the number of the private keys to "k" private

keys, this what this modification has focused on. In this paper, this modification is being applied over matrices,

and it can be applied over gray and color images.

4.1. The key generation of this modification

o Two very large prime numbers p & q are selected by RSA's user to from n=pq.
° Everyone computes @(n) ; ¢(n) = ¢(pq) =(p-1)(-1).
. Choose a positive integer k such thatw,, w,,ws,...,w, & sy, 55,53, ..., S} are chosen such that

sy, isan inverse of w, modulo @ (n) with 1<wy, , s, <o (n), ged(wy, 0 (n)) =1, for I<h < k.

o (Wq, Wy, ws, ..., Wy, N) Will be announced as the public key, and (sy, s, S3, ..., S}, N) Must be

kept secret as the corresponding private key.
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4.2. The encryption procedure of this modification

o The announced receiver's public key (wq, w,, w3, ..., W, N) being used by a sender to encrypt
ty, li2 tlj

a plain matrix T = tfl t?z t:Z" :
tiy to . t',-]-

o W1, Wy, W3, ..., W, should be formed in the encryption key matrix W;; such that W;; has the

same size of the plain matrix T;;, and wy, w,,ws, ..., w,, should be organized respectively in columns so

that (k=i*j), which as the following;

wy w, W]

wy= | e e M
Wi-1)sj+1 WE-Dxj+2 0 Wiog

Moreover, ifk < i*j; w;,w,,ws, ..., w,, should be repeatedto form Wijasthe following;

W1, Wy, W3, ..., Wy, Wy, W, ..., Wy Where g is equivalenttoi*jand 1< g < k, or,

J
w W; Wy, i
Vvij j+1 ]:+2 2xj
w, Wi Wy
o The matrix T;; will be encrypted using the following defined algorithm:
wy w, W] t11 ti tlj
Co=Wy ®Ty(modmy=| "t Mz Mgt et
Wii-nwj+r Wa-Dsjr2 o Wi [ty Gz ot
w w
[ t "1 t,"2 tyj ]'l Cri1 Criz = Cpyj
wi; wi Woxj .
(mod ) =| by 7™ Ly 772 Uy 2'i(mod =[2Gz G2
ltilw(i—1)*j+1 tiZW(i—1)*j+2 tijWkJ Cri1 Criz o Crij
Cri1 Criz = Cpqj
R . . . C C e C .
. The cipher matrix will be transmittedto asenderas C, = | "2t 722 .° |
Crix  Criz = Cpyj
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4.3. The decryption procedure of this modification

o The receiver's private key (s4,52,53,---, S N) mMust be used to decrypt Cj, after using them to

form the corresponding decryption key matrix S;; so that §;; has the same size of the cipher matrix

Cp);i,and s4,8,,83,..., 8, shou € organized in co umns so that (k=1 1) ichas the fo owing;
Ry d $1,85,53,..,5;, shouldb ized in col hat (k=i*j), which as the followi

51 Sy Sj
— Sj+1 Sj+2 o S
Sij = : : : :
S(i-1)#j+1 Si-1)xj+2 Sixj=k

Moreover, if k < i*J; sy, s, 53, ..., 5, should be repeated to form S;; as the following;

Sq Sy Sj
S: S So.:
— Jj+1 Jj+2 2%j H H Fki
Sij= : \ : , where g isequivalent toi*jand 1< g < k.
Sk S1 Sg
Cri1 Criz - Cpyj
. C C e Chni R . . .
. The matrix Cp = "2* 2% .7 ""?|can be decrypted to obtain the plain matrix T;;using
Criv Criz = Cpyj

the following defined algorithm:

T;; = S;j ® Cgr(mod n)
Sl SZ o S] CTll CTlZ e Cle
= SJ':+1 Sj;I-Z 52:*]' ® Cr:21 Cr:zz Cr:ZJ' (mod n)
S(i—)sj41 SG=Dxj#2 = Spjeg Criz Criz o Crij
s:
(cr)™ (Cr12)™ (Crlj) ! ]l
. . S24j
= (Cr21')s”1 (Crzz')s“z (cr2)) ™| (mod n)
[(Cpip )@+ (Cppp)S@-Dei42 (Cn-j)Sk J
[ (t1"1)™ (t12"2)%2 (t1;7)%
. . . . i\Soxi
_(tilw(i—l)*j+1)S(i—l)*j+1 (tiZW(i—l)*j+2)S(i—l)*j+2 (ti]."“’k)sk J
tyy tiz ety
|t t oty
tiy tiz oty
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4.4. An lllustration Of This New Modification Over Matrices

20 02 08 25

05 11 04 28
11 22 09 08f

06 12 23 10
image matrix, to Mike whose public key is (w;,w,, w5, w,,we, n) = (7, 11,13,23,53, 143 ) and corresponding
private key (s;,S,,S3,S4,Ss, )= (103,11,37,47,77,143).

Suppose that Ahmed wants to encrypt and send a matrix T = which is a partition of an

Encryption Procedure: Mike's public key (w,,w,, ws,w,,we, n) = (7, 11,13,23,53, 143 ) is used by Ahmed to

20 02 08 25
05 11 04 28
11 22 09 08
06 12 23 10

encrypt the matrix T, = as the following;

. Mike's public key (w,,w,, ws,w,,we, n) = (7, 11,13,23,53, 143 ) should be used to form the

07 11 13 23

53 07 11 13
23 53 07 11}
13 23 53 07

. The following defined encryption algorithmis used to encrypt T, :

encryption key matrix W,,., such that W,,, =

07 11 13 23 20 02 08 25

_ _|53 o7 05 11
Cr=Wars ® Tg(mod 143) = 155 28 00 1®|5) 25 g o9

13 23 53 07 06 12 23 10

Ir(20)7 (02)™  (08)* (25)231I 136 46 138 38

05)%3 (112 (04)1? 28)13 |70 132

:igniﬁ 522;53 ((09))07 ((08))11|(m0d143): o 55 48 9 |
l(06)13 (12)23 (23)53 (10)07 84 12 56 10

136 46 138 38
70 132 114 106
110 55 48 96 |
84 12 56 10

o The cipher matrix will be transmitted to Mike as, C, =

Decryption Procedure: Mike uses his private key (s;,S,,S3, 5S4, Ss,n)= (103,11,37,47,77, 143) to decrypt C,
after using sy, s,,53, 54,55 =103,11,37,47,77 to form the corresponding decryption key matrix S,,, so that ,

103 11 37 47

- 77 103 11 37
4xa 47 77 103 11
37 47 77 103
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136 46 138 38

70 132 114 106
110 55 48 96

84 12 56 10
T,,.4Using the following defined algorithm: T,,., = S,,.4 ® Cr(mod n)

o The matrix Cp = can be decrypted to obtain the plain matrix

103 11 37 47 136 46 138 38

77 103 11 37 ® 70 132 114 106
47 77 103 11 110 55 48 96

37 47 77 103 84 12 56 10

Tyxa = Saxa ® Cr(mod 143)=

[(136)!%°  (46)'"  (138)*7 (38)" ] 20 02 08 25
_| 077 (132)1%% (A1 (106)77) e |05 11 04 28
| (110)*”  (55)77  (48)103 (96)'! | ~111 22 09 o8]

l(84)37 (12)47 (56)77 (10)103J 06 12 23 10
5. Discussion And Comparison

The RSA cryptosystem is one of the most secure public key cryptosystems, which has one public key (w4, n)
and one private key (s4, n). Hacking or cracking this cryptosystem relies on the knowledge of the private key
(s1, n), which relies on finding the Euler phi function of n (¢(n)). Finding ¢(n) depends on factoring n into the
product of two prime numbers p & q, and that is very difficult and needs thousands of years. However,
identifying the private key (s4, n) by a hacker or cracker is being impossible; this private key might be found by
inspection. As it is shown at the example of RSA cryptosystem above, whole the encrypted plain matrix will be
cracked or hacked easily by knowing the private key. Then, the plain matrix will be identified easily. Therefore,
this paper suggests a new modification for the RSA cryptosystem based on increasing the number of the private
keys to k" private keys, which leads to "k" public keys. This suggestion solves the lack of identifying (s4, n) by
anyone other than the recipient and sender and gives the RSA cryptosystem a higher security. For instance, the
abowe illustration of this modification shows that the encrypted matrix cannot be decrypted by finding one or (k-
1) private keys. Anyone other than the sender and intended receiver can decrypt this matrix only by knowing the
"k" private keys, which is very impossible because identifying (k) private keys by inspection is very difficult

especially with large prime numbers.
6. Conclusion

This paper has proposed a new modification of the RSA cryptosystem based on increasing the number of the
private keys and corresponding public keys. RSA cryptosystem is a very secure public key cryptosystem that
has only one private key and its corresponding public key; however, this paper focuses on discussing and
solving a lack in the RSA cryptosystem, which is the ability of hacking or cracking this cryptosystem
throughout identifying its only private key by inspection. Therefore, this paper has proposed a solution for this
problem by increasing the number of the private keys to "k" distinct keys, and this modification gives the RSA

cryptosystem a higher security and makes it impossible to be hacked or cracked by any attacker.
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